Setting Apache HTTPS in VirtualHost

<Virtual Host *:80 *:443>
Server Name gsok.com
ServerAlias *.gsok.com

SSLENngi ne on

SSLProtocol all -SSLv2 -SSLv3

SSLCi pher Suite H GH: MEDI UM | SSLv2: | PSK: | SRP: ! ADH: | AECDH
SSLCertificateKeyFile "/opt/ssl/qgsok. key"
SSLCertificateFile "/opt/ssl/STAR its-qgsok.comcrt. pent
SSLCACertificateFile "/opt/ssl/STAR its-gsok.com ca-bundl e"

Docurent Root "/ pub/ gsok. com "
Custonlog /var/log/ httpd/ gsok. com access. | og conbi ned
ErrorLog /var/log/ httpd/ gsok.comerror.|og

</ Vi rtual Host >

Note that STAR_its-gsok.com.crt.pem = STAR_its-gqsok.com.crt + STAR_its-qsok.com.ca-bundle

Blow is for forwarding all the connections from HTTP to HTTPS by the given domain name

<Virtual Host *:80>
Server Nane gsok.com
ServerAlias *.qgsok.com

Rewr i t eEngi ne On

Rewr i t eCond % HTTPS} of f

RewiteRule (.*) https://%HTTP_HOST} % REQUEST_URI }
</ Vi rtual Host >
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